White Paper
Citizen Information Networking

Training Course by Knowledge & Intelligence Program Professionals (KIPP) 

Citizen Information Networking could be described as the "missing link" for HUMINT (human intelligence) that many senior military officials and general officers have been so vocal regards our current intelligence needs in Iraq.  However, this is also the same sort of need that has surfaced since 9-11 with our Homeland Security efforts.  There is growing understanding of what is called 4th Generation Warfare, and of transnational networked threats (TNT).  This larger resurgence in HUMINT importance is also an admission that the years of techno-centric "sensor to shooter" philosophy wasn’t a silver bullet for military intelligence, especially when the battle ceases to be in the “box.” In Iraq and at home, the threat resides in the same places as those we are there to protect.  
In military parlance, Citizen Information Networking is essentially "low level HUMINT," linking our military peacekeepers or police with the local citizenry or community.  The goal is not to put a “spy in the enemy camp,” but to simply get inside the "street knowledge" or community information flow. This is different from working with clandestine but witting sources or confidential informants.  However, it is very similar to what is done in business and diplomatic circles, or very successful community policing programs.  Leading the development of this approach was KIPP, which is associated with other top intelligence consulting firms from the strategic HUMINT world that support both the IC and Fortune 1000, and are literally writing the book on this subject area.

Citizen Information Networking includes a combination of assessment and contact execution skills that figure out whom to talk too, how to build and maintain the relationship, and then how to draw out the needed information.  It is planning intensive, with “casual” conversations and chance meetings done deliberately.  People are people, and many are hesitant to talk to a questioning official, whether police or military.  This is true in Miami, and it is true in Mosul. Many of our police here at home and peacekeeping troops abroad don't have the “soft tools” needed to systematically develop local "source networks" that ensure they are talking to the right people, this is true even with HUMINTers.  A lot of opportunities for gaining valuable intelligence are simply lost.

Standard Q&A techniques may sound good in court or seem intuitive in a military command sense, but often are self-defeating when used "on the street." Pointed questions implicitly cause red flags psychologically for those having to answer them.  However, there are time-proven tools for enabling people to talk and provide us needed information that they may not knowingly realize they are divulging; answering questions that they didn't know were being asked. Relationships can be deliberately forged to develop "sources" across a community that can systematically put us "in the know" or info flow.
On the flip side, this approach can be used to subtlety influence the citizenry in return, since the same techniques can be applied in both directions. Taken together, this is much akin to what very experienced investigators and top-notch salespeople are able to do.  In nuts and bolts, the training course itself combines concepts from military, national security, business and law enforcement intelligence methodologies.  It equally can be applied, and has been presented this way for some time, for Homeland Security purposes for our domestic law enforcement agencies and for military security purposes (i.e., peace enforcement/keeping) such as in Iraq or Afghanistan.  The course training package consists of:

· Conversational Intelligence Collection Techniques (1 day)

    
- includes course introduction and practical application in field

· Remote Psychological Profiling (1/2 day)

· Reading Body Language (1/2 day)

· Developing Intelligence Requirements (1/2 day)

· Human Source Intelligence Networking (1/2 day)

· Terrorist Networks and Operations (1/2 day)

· Citizen Information Fusion and Influence Planning Techniques (1/2 day)

· Citizen Information Networking Exercise and (optional?) exam (1/2 day)

    
- includes course wrap-up

This is about a 4 1/2 day course, aimed at getting the students on their way home by noon on Friday.  It can even be adapted in a two-weekend format for drilling reservists or National Guard units. The only addition is for overseas applications, where up to a day may be added for regional specific cross-cultural communications training.  Each of the training evolutions in specific detail is: 

Conversational Intelligence (1 day):  These techniques of collecting information without asking questions avoids either disclosing your full agenda to your interlocutor, or causing that person to "spin" their response  to suit your expectations (or their current need).  This process harvests intelligence from "routine" conversations. It is an integral part of human source intelligence networking. It includes a practical field exercise to make use of tools learned in class. 

Remote Psychological Profiling (1/2 day):  Correctly characterizing sources - and the people whom they know - is an essential task in the building of source networks.  This class teaches participants how to remotely apply standard psychological profiling instruments to better understand the sources and targets, and to use that information to improve the yield from source networks Participants are required to complete a standard Myers Briggs Type Inventory in advance of the class. 

Reading Body Language (1/2 day):  So much of what we believe about people's motivations, intentions, and trustworthiness is "collected" by our subconscious. Our training simply makes that effort "conscious." Backed by a great deal of research about how people display their real intentions, veracity, and motives as they communicate - by using tone, body position, eye movement, and even their choice of color in clothes - this team enables participants to get a truer "read" on people. (It can also be extended to a full day to include a section on deception).  Includes role-play, and the use of excerpts from popular movies to make key points). This class also helps participants ensure that THEIR non-verbal expression conveys exactly what they want it to convey - and no more nor less.  This is adapted cross-culturally as needed.
Developing Intelligence Requirements (1/2 day):  A crucial aspect of intelligence collection is the decomposition of "general" intelligence requirements into specific indicators that can be readily detected when working with sources in the field.  This class focuses on the development of basic intelligence requirements and on sets of linked early warning indicators, helping ensure that the overall effort is correctly focused for maximum effectiveness. 

Human Source Intelligence Networking (1/2 day):  Successful human source networking requires uncommon sense - and an understanding of how to identify which persons in a network have what type of information.  Common source networking practice "milks" the source at hand for the information targeted - but fail to build upon the source's relationships to tap even better sources elsewhere. This course helps participants "work" their network from a particular starting point in order to find and reach other sources that have even better information. 

Terrorist Networks and Operations (1/2 day):  This course provides a foundational understanding of terrorist networks, transnational and domestic.  It is a thorough introduction to terrorist networks, and provides crucial understanding of how these terrorist operations are planned, financed, supported and executed in context of developing a human intelligence network that can detect this operational “signature.”
Citizen Information Fusion and Influence Planning Techniques (1/2 day):  Human Source information is very sensitive, and sources must be protected.  The philosophy is that “the source comes first, information is secondary.”  So too, information must be carefully integrated or fused into the larger intelligence collection process, whether this fusion is military, law enforcement or broader public safety oriented.  Individuals reveal their own decision preferences and influence susceptibilities in the words they use. This class provides tools for determining, from routine conversation, those techniques most likely to influence certain choices that the source might make. Participants will learn key techniques for one-on-one persuasive analysis and influence planning

Citizen Information Networking Exercise and (optional) exam (1/2 day):  As a capstone event to the course, there is a one hour exam and two hour tabletop exercise bringing together all aspects of the course.  The exam compels better understanding by having a dedicated “knowledge event,” while the exercise involves the practical application or “how to” of the approach.  Together, this allows the students to not only apply what they’ve learned, but also reveal important gaps or questions that need to be covered before they leave the course. This time also includes course wrap-up session with course critique.

For more information on Citizen Information Networking, please email KIPP at HalKempfer@KIPP-Intelligence.com or phone (562) 984-2050.

