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Shareable situational awareness enables successful operations of distributed force networks and their coalition partners. In this document we briefly describe the conceptual, experimental and operational basis for developing and deploying a visual representation tool to enhance methods of generating and sharing  situational awareness information in ongoing operations.

Experience from Operational Intelligence (ops-int) based experimentation during recent deployments to Afghanistan, Indonesia and Iraq  has highlighted the profound need for shareable situational awareness tools and visual representation methods to enable rapid sharing of complex critical data in a timely manner with multiple coalition partners. These capabilities are needed to support the complex modern missions of distributed networked forces and their coalition partners in austere environments with complex rules of engagement.

Throughout this operational experimentation effort it  has been our charter to conduct innovative approaches to force protection and force transformation in designated high-risk and critical areas.  Specifically, the experimental employment and assessment of information collection, analysis and dissemination tools designed for use in austere environments has been our primary focus. 
To this end a visual representation tool has been developed for operations intelligence within complex environments in support of distributed force networks and their coalition partners.  We have applied best efforts to develop and test experimental visual representational methods with real users and with real data. Core concepts of visual representation and experimental methods combined with low cost computer graphics technologies have been refined, adapted and tested using real world data in real world environments. Special attention has been  focused on maintaining operational adaptability for sustained utility. We do this by understanding the needs of the users and the environments they find them selves in while using these tools. Hence the recent deployments to gain some operational ground truth in several of the current complex stabilization missions we are currently engaged in.     .

Operational focus and real world experimentation 

A core capability of Shareable situational awareness across a coalition wide network was observed to be non-optimal or absent. The lack of the ability to share greatly hampered key mission efforts  in Afghanistan, Indonesia and Iraq. While there are many reasons and contributing factors to this situation, the outcome is still the same.  Our efforts have focused on  developing a visual representational tool that would enable the creation of shareable information by those who wished to share information across domains but were otherwise unable to do so.

Methods

Real world data from real world sources was used to help guide experimental efforts.

Specific case.  001

Reconstruction Operations Center , Iraq - Daily Intelligence Summary
Data was obtained from the “Daily Intelligence Summary - Iraq” 

This brief and its supporting data is released as an unclassified/limdis/fouo document by the  the Reconstruction Operations Center Iraq.

Data from this document comes from a variety of sources and is vetted by the multi-int fusion cell for inclusion in to this document.

The daily brief is shared by all the leadership of most security workers in iraq. We chose this data set to develop our tool for several reasons.

1 It is real data from a real world conflict where various enities with various access levels are involved and have a need to know.

2 It is frankly the best multi int data source we have seen that we can share. 

3 It is timly and content rich with a variety of data types and is a good example data set to develop concepts and tools with.

Our initial  experimentation  was to take the data elements the declassified segments of the document containing incident data. 

“Significant Activity” (aka sigacts) data elements were used to help develop the visual representation tool. 

The data is in the general form of 

021639Jul
Zone 35.  IED attack on MNFI patrol at GR MB 24670 85810.

021700Jul
Zone 30.  VCIED attack near IPS Station at GR MB 52610 88130.

021701Jul
Zone 86.  IED attack on MNFI patrol at GR MB 21900 93000.

021741Jul
Zone 35.  IED attack on MNFI patrol at GR MB 24420 85540.

021900Jul
Zone 54.  SAF attack on MNFI patrol on Route HUSKIES at GR MB 32800 87600.

021925Jul
Zone 17.  Drive-by SAF attack on IA Compound at GR MB 426 895.

022010Jul
Zone 54.  SAF and IDF attack on MNFI patrol on Route HUSKIES.

022041Jul
Zone 36N.  Drive-by SAF attack on MNFI patrol at GR MB 33850 84060.

A document parsing software tool was developed and implemented so that 

 The sigacts portion of the doc was automatically parsed and a data base of data element parameters referenced  in the document was created to form the basis of the specific visualization method described in this document and the attached power point .

This automatic parsing of textual data avoids having to “hand jam “ in all the data, but does not restrict the entry of other data by the user.   

The visualization software reads the parsed data and is then able to display the various data elements, their position and incident type along with several other parameters associated with that data element. The  visual representation tool allows the user to change the display parameters of each object allowing the user to emphasize the different aspects of the complex data set and subdue others.

 In addition to the sigacts data the VRT(visual representation tool) allows the user to import maps and images in jpg format and to place them on the geo referenced back plane used to plot coordinate data of  the incident contained in the sigacts record.

These maps and any other imagery can either be visually placed on the georeferenced back plane for quick and immediate analysis or if the maps and  imagery   already are georeferenced they can be locked to georeferenced coordinates of the back plane. The flexibility of being able to use both geo referenced and non georeferenced allows for field maps to be quickly incorporated into the system with out the need for pre referenced images.

We chose to develop these features because our experience indicated that there was an operational need to be able to overlay many different types of data and maps that didn’t always have the georeferenced data but were known by either the forward deployed elements in an operational setting or by some domain expert available via reachback.. 

The visual representation tool is designed to enable users to generate shareable situational information from multiple sources. This requires the core capability of utilizing best available data to support distributed operations.   

Appendix 1

“Guiding heuristics”

Insights gained through the operational experimentation process

And things that we found useful in our development cycle.

1 -All events happen in space and time and are in some way related to events around them

2 -There will usually be unanticipated data sets and data formats that will need to be included 

3- Maps, Drawings and Images will come from various sources and in various formats at various levels of resolution and will be required to be included 

4- Data from sensors generally comes in numeric form 

5- Data from reports generally will be  in semi structured or unstructured text fields

6- Data from humans will generally be from interface controllers and input devices, but may be directed verbal commands given in haste during crisis moments but usually well intended

Finally we note that this effort was just a small journey into the vast opportunity space of possible contributions to the transformation toward net-centric operations of our distributed networked forces deployed around the world.

Appendix 2

A power point with screen shots and basic explanations is attached

Appendix 3

A fully functional copy of the software and a sample data set used will be issued along with this report. 

